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e Sun/Cobalt RaQ web appliances (http://www.cobalt.com)
e Toshiba Magnia SG10 (http://www.toshiba.com)
e IBM Whistle web server appliance (http://www.whistle.com)
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e |Pic match-head sized web server (http://www-
ccs.cs.umass.edu/~shri/iPic.html)

e NetMedia SitePlayer SP1 Ethernet Web Server (http://www.siteplayer.com)

A Minimal Perl Web Server
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#!/usr/bin/perl

use Socket;
use Carp;
use FileHandle;

# (1) use port 8080 by default, unless overridden on command line
$port = (@ARGV ? $ARGV[0] : 8080);

# (2) create local TCP socket and set it to listen for connections
$proto = getprotobyname('tcp');

socket(S, PF_INET, SOCK STREAM, $proto) || die;

setsockopt(S, SOL_SOCKET, SO REUSEADDR, pack("1", 1)) || die;
bind(S, sockaddr_in($port, INADDR_ANY)) || die;

listen(S, SOMAXCONN) || die;

# (3) print a startup message
printf(" <<<Type-0-Serve Accepting on Port %d>>>\n\n",$port);

while (1)
{
# (4) wait for a connection C
$cport_caddr = accept(C, S);
($cport,$caddr) = sockaddr in($cport caddr);
C->autoflush(1);

# (5) print who the connection is from
$cname = gethostbyaddr($caddr,AF_INET);
printf(" <<<Request From '%s'>>>\n",$cname);

# (6) read request msg until blank line, and print on screen
while ($line = <(C>)

{
print $line;
if ($line =~ /"\x/) { last; }
}
# (7) prompt for response message, and input response lines,
" sending response lines to client, until solitary "."

printf(" <<<Type Response Followed by '.'>>>\n");

while ($line = <STDIN>)

{
$line =~ s/\r//;
$line =~ s/\n//;
‘ if ($1ine =~ /2\./) { last; }
A B print C $line . "\r\n";
b y close(C);
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HTTP request message
GET /foo/bar/blah.txt HTTP/1.1
Accept: */*
Accept-language: en-us
Accept-encoding: §21p, deflate |ememeccceccmcmcceccnccaneannaan 5
User- agent Mozilla/4.0 ]
Host: www.joes.hardware.com:8080 '
Connection: Keep-alive . :
type-o-serve dialog v
4 % ./tyl;r»e o-serve.pl 8080
! <<<Type-0-Serve Accepting on Port 8080>>>
: <<<Request From 'home-44-027.extranet.inktomi.com'>>>
' GET /foo/bar/blah.txt HTTP/1.1
[ 3} it vrvew. - .U i e/ Sl =10l x| Accept: * /%
th U Vew Favorees | Tccke teb | & Accept-language: en-us
e) O x) 2 7 | 0 *| |Accept-encoding: §21p, deflate
L e s Niney v |iseem: | gsei agent: Moz;l 3/4 0 on
5% e B ost: www.joes-hardware.com:
QG e ho o s cmaopoirioh o '";] ConnectlonJ Keep-alive
—— B <«<Type response followed by '.'>>>
- | HTTP/1.0 200 OK
é Connection: close g
' HTTP response message Content-type: text-plain
' | HTTP/1.0 200 OK Hi therel
; Connection: close T
i+ | Content-type: text/plain @ '
Hi there!
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What Real Web Servers Do
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User space
HTTP server software process

(3) Process request

=, | (5) Create response .

@ A &~

| (2) Receive request (4) Access resource

(7) Log transaction

TCP/IP
network \

stack b

(1) Set up connection

e

Network interf Object st
(6) Send response il ject storage

Client Operating system
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DS oo Jlo )l (s e sl 1, &l - Send response
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Step 1: Accepting Client Connections
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HostnameLookups off
<Files ~ "\.(html| htm|cgi)"$>
HostnameLookups on

</Files>

Determining the Client User Through ident
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(a) Mary establishes new HTTP connection

O Port 4236 ‘J HTTP connection - Port800
g o [BRROP I PO TS M RBY, s smmn sk s
- (b) Server establishes ident connection E
Mary b4 3 . . ' Port80 Web server
O  m= ident connection - (‘)

aaas®

ST — [4236,80: USERID: UNIX: mary
(d) Client returns ident response
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Step 2: Receiving Request Messages
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Request message being read from network

GET /specials/saw-blade.gif HTTP/1.0CRLF
Accept: image/gifCRLF

Host: WWW.j e e,

",

Internet

o~
4 LF CR LF CR moc.erawdrah-seo =~

(Client Server

g re g CelyS 0 ply 4525 plin
Version Number 5 (URI) oo aseine gie awlids «aslss 1o oo JLss 4 Request Line ;o o
L carriage-return line-feed <G @ 5 wgd oo lax oo 5l alols S L plaS j2 a5 il o
Ngds oo pi> CRLF
(Wi oo i CRLF 4 a5 olas” 12) Wilgs o |y ol slojon @
SRS o Lt (S99 Dygo ) 0 oo pi CRLF @ a5 1) Jua slol JB s @
2 lawgi ool atie Job) wlst e 0979 Oyee o |, (Request Body) coulgs o oy @
(Content-Length
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Internal Representations of Messages
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Request message
GET /specials/saw-blade.gif HTTP/1.0CRLF
Accept: image/gifCRLF
Host: www.joes-hardware.comCRLF
CRLF
Parse
Parsed encoding of request message
method: 1 e » specials/saw-blade.gif
version: 1.0
uri: e B e » www.joes-hardware.com
header count: 2
headers: i R : : . ;
body: = v 5 » image/gif
) name: Host value: @ |
name:Accept  |value: @--+-

Connection Input/Output Processing Architectures
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W JolS isley a5 e 0gd e plxl CONnection ss, il o5 Jlade (a3 0 7,
S 59,y 5 0ed e 0aily,55L Open Connection cod 4 o Cuxdy o5 sl Connection
2 ol B g Slegoge il aisls g3y ols slal sl 5,15 a5 04 0 pll Slej s Connection

S 580 sl Connection sl

(U d zso) Multiplexed Multithreaded b ol ais ) ais ol ans, aim sla gm0 o
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Glacgezme 53 L) 5L sle CONnection plus o ((SG b ousjlo s o 40 S Cdel) sasie slaars, S o
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® Connection list
@
@ {pmnector . .0 0 0O
Thread/process { i P i :
(a) Single-threaded 1/0 architecture (b) Multithreaded 1/0 architecture
! v v v
] Connection
; multiplexer
! O, A A
(c) Multiplexed I/0 architecture (d) Multiplexed, multithreaded /0 architecture

Step 3: Processing Requests
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(GET (Jlo lgre @) 500 ate six i )lai 5L o] 4 Lol azas oo o5l Cnlgs ,o 4oy 4 (OPTIONS Mo
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Step 4: Mapping and Accessing Resources

aile oo 4l Liaw 5l Slgime o] aius Resource Servers b s slo g b yg 5 g
&b 0usS adgs (60 )5 sloasl o 3l 1) Lgy (slsizme puizon ¢ JPEG j0las L HTML Glan

e g0 )l j95m (55, 2 L2l S 0
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Docroots

I o5 0ol Lol waisS o Slaiin |, Resource Mapping b mlee il 5l iz glgil g s g
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docroot b siw ady ) adg cpl ol odid 95, wg Slyime slp H9,m 09 b pius 10 (olS ddg
S o ABLS] diw Ay 4 5 9,5 o Cawlgsy0 sl 5 URI g0 g 0,00 6L

S iy shyls Jle cpl )0 y9 e w9 0w, o0 /Specials/saw-blade.gif 1, culgs o () IS 0
/usr/ local/httpd/files/specials/saw- L ;5w ©g oo i cpos .ol fusr/local/httpd/files
&l )3 e 1, blade.gif

Jusr/local/httpd/files

Request message Internet

GET /specials/saw-blade.gif HTTP/1.0
Host: www.joes-hardware.com

Client Web server
Request URI: /specials/saw-blade.gif Server resource: /ust/local/httpd/files/specials/saw-blade.gif

httpd.conf o S LB 4|, DocumentRoot s G« U1 gm0 oy (gl diw ady ) pdas 5l
9S4l

DocumentRoot /usr/local/httpd/files

Slocwond plo g anS ags ol docroot Gl oows sla URL aiaas o)l a5 aizen L3l g

LgLang‘léMO‘soJc}l?‘URl ol &b le g g 2ST el (gl aiws J1 8 0us o yme yo 1y LB pecew

http://www.joes-hardware.com/./

Virtually hosted docroots

Sbie Home o9 Sy Cole oy (pair Wigh e Sl il Oygo 4 AT ey g
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ool Host jua L URI o bsue U L IP ool 5l esliul sl 1) o i 4o, (Web Server
il 4zl jylate Mols” (glgioee Qg g0 Hg 0 29 ST (59, 0D (Slie Coluwg 59 cud i (pl 4 0 (o0
il GlSy Celss 0 sURI ST o>
il olo 90 Olgee jgpmw o) K3 59

www.joes-hardware.com

www.marysantiques.com

Request message A

GET /index.html HTTP/1.0
Host: www.joes-hardware.com

Internet E/docs/joe /doc/mary§
Client GET /index.html HTTP/1.0 www.joes-hardware.com
Host: www.marys-antiques.com www.marys-antiques.com

Request message B

.S . Fetch /docs/joe/index.html sl 1, L gm0 sy o A Caslgsj0 a5 oK @

.S . Fetch /docs/mary/index.html sl 1, b g m s, oo B canlgsj0 a5 oK @

Apache Cgos y9pm g gly sl 03l vy (sl gy ST sl (5 3lme 9.0 4 AOCTOOLS g0y Sy
» slp |, DocumentRoot ¢ oS o S 5l cole wg ,o gl VirtualHost Sols G wibs

DS Lol (g5lre g,
<VirtualHost www.joes-hardware.com>
ServerName www.joes-hardware.com
DocumentRoot /docs/joe
TransferLog /logs/joe.access_log

ErrorLog /logs/joe.error_log
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<VirtualHost>

<VirtualHost www.marys-antiques.com>
ServerName www.marys-antiques.com
DocumentRoot /docs/mary

TransferLog /logs/mary.access_log
ErrorLog /logs/mary.error_log

</VirtualHost>

User home directory docroots

S5 B3 o ygp 25 S 0 cogar sbaiole wg ol8l 4 docroots |z, sleeslatul 5l Ko S
ol a ol abg del ogas Docroot oS o Map 55 o sl copad diw aiy, SO @ o8

3,5 (50, Sn Dglae IS a1 o1 lg5 e Lol el )18 T Lol (5,655 pls 4o public_html

Request message A
| GET /~bob/index.html HTTP/1.0

Internet

Client joes-hardware.
- GET /~betty/index.html HTTP/1.0 o e o

Request message B

Directory Listings

URL C;“)J ‘) @Lﬁbw‘?)é 505.».‘3‘59 Resolve 6)535ﬁ‘o gS.a A s as tfl} ) “‘34‘5" 9w 29 g_i.a
Cenlg 5o pllm a5 3 5 (S sl AT @ (g oo 1) Lojg o g 12510057 28l 0 (6,955 plo 4 by e sl
s plol |, caliee Sloladl ¢ 6,555 lo URL 05 15 s g o S5
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oS5k e ply S @
&ls 550 6,658 pls sl> a Index File § 5,8 ps o o5 slhs S5 @
il 5 ) Slgizs ol HTML amio S 5 oS oSl | (5,555 pls @

o) uinles sl 6,88 ple o J3ls o index.htm L index.html oL 4 LB JLos 4 Lo yg ju g 25T

Jolis (6,955 s 5 suled gm0 (5,555 lo S5 gl |, URL G )57 457 90 50 10305 g0 (5,555 plo
Ails )5 e b T Slgime g il (index.htm L) index.html oL L LG

395 oo oS 5 s e (5L BB i a0 45 1, ln ol U 5l glasgare auili oo o 2T 53 5 0

asa Directorylndex Josl siws .0sS o, Directorylndex son o Joadljgiws 5l eslaznl b

I C)T Glgize 5 00500 g |y ool Cow pd sla b {URL Cewlgs )0 @ by o Apache Dol oo el
:asls,85L

Directorylndex index.html index.htm home.html| home.htm index.cgi

@ Lol ggog0 ! 0l0 T o]y BB e ol slag b g oyl ojlail da Ll ab ) jo 45 05340 sla Lol

wole a0 a4 wles gloliss wijls 18 g jom G o aS 1) S LB L aas oo o3l 9209w ol )3

s i el LT Sl Ygone
S b ey Apache jgius L) 5,958 pls s ypd sla bl 15045 adgs aules co Lo
Options —Indexes

Dynamic Content Resource Mapping

Lolis ulul 2 a5 ploasliyy 4y sm) a5 Map Ly wlie 4 ) Lo URI wiilys o (raizmon g sl yg
I, o9 slo,g,m Application Server ol a o yg g 5l JolS oS S cadly 4o (0 oo 0y lgiome
Seire o Sloj ax o5 wes (ansid Wy Wb Ho e g WS (o0 Jeate ab i 005 sladsln 4
ey 2SS Ll Ty asli aigSar g 0)ls 18 xS 50 Ligy (slaioms 0aisS adgs aeliyy ctanl Ly e
2o o &l bgy b 5 MappIng 5 olulis sly cwlul slopuilSe b g
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;028 1,> 1, jusr/local/etc/httpd/cgi-programs/
ScriptAlias /cgi-bin/ /usr/local/etc/httpd/cgi-programs/

o5 ol a6 cadle ols BB sy LTy sl sla L ans o 6l Lot 4y pizmen (L]
AddHandler cgi-script .cgi

6‘93-7’-")" O)M Lgo).g)lf L5L°)3)"‘"’ .wlﬁﬁwduubﬁ 6‘)—." LS‘)-.’ L9 g ool ‘4,:.’5‘ h;bc.i:CG'
Active Server « lg oo byl aex 5l aiS o Slaitin 9 w50 Sl S 5 Soied ;08 sbg

Sg9ei 0,Lal Java servlet § cilug,SolL Pages
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Internet

1 Web cam

gateway

Client Server i ﬁ

Stock trading
gateway

LA L L i
—py—nAR

Real estate search
gateway

— <—>$1100010no1$ :

E-commerce
gateway

Server-Side Includes (SSI)

SErVer- csl> olsis 4 oanio ;5108 o Sl 4, Crans SLINCIUAE 1 525 o yg s o 51 (5 ks
DS o 310 (i 4y Lyl 5l 8 1) aie Slgiome jg,m 358 (6,135 e side include

aS (el S9>g0 HTML L)ol:i- LngQ.:.oLT 5 ;ALC‘) .\agmb.o in‘ G@L&- yasias Lgl.:b}i” 6‘).3 ul.’a.ou
o b s polie boohy slegsl sl Embedded slacs Sl b o psie ob aiilgs o
| L’y 6|9W ol.?u‘ LQ‘)" uL..uT o‘) gS.a u.s‘ ;.\45.»»‘50 u.s).isb LS")" Lgl.d:w)iw‘

Access Controls

DS ol x4 (o iwd Sl jeee ey LIl SO Bl e

Step 5: Building Responses

' @ Securityworld.ir Luo 651 59Li8 (jol 638> S iy



B ey iy~ HTTP Ui il ()

SECURITYWORLD

fal.u5d.b~>6.4'al.>u‘ |) 0l 0310 G».,oy wly)am)od.fulo.c‘o;@uu ‘)M)5ﬂu545‘54om

el 35 0wl g0 )0 Gy Ay 5 Ely sl yae Gl Cunds oS g5l Euly ply s S e ) Ely
Response Entities
oly wuils 352 iy 51 098 oo Jloyl fuly aly b ol yon Tgioms S slon! ful oy S ST 51
&S oo oy | Fwly Aoy MIME g45 45" Content-Type oo S ®
OS oo deog |y el 40y o5luil a5 Content-Length o @
PL‘" s"‘% 6‘9:’“ i
MIME Typing

Sl Bygrm @onySy ln ooy sloely o)ls oage 1) gl aoy MIME 55 (osd atilog j9,m o
13,8 0929 mbee L MIME glgil (o S Las 1

mime.types

Elsl ol bl G jg5m g a5 ool MIME g5 ols (Lid (gl B pb Sigasy 5l ailgs go 59 g
extension- Joo opl oS aculxe g 0 Glp |y MIME £45 6 0iS o oSl Sgus 2 sl |, MIME

Ll GiBu ol e s o 5wl based

HTTP request message contains
the command and the URI saw-blade.gif ﬁle\\

GET /specials/saw-blade.gif HTTP/1.0 e .
Host: www.joes-hardware.com

Internet @

www.joes-hardware.com

HTTP/1.0 200 OK
Content-type: image/gif
Content-length: 8572y,

Client

. Server MIME type table

i application/msword doc

: application/postscript ai eps ps

; application/powerpoint ppt

' - | audio/mpeg mpga mp2

: et-image/gif gi

! image/jpe eg jpg jpe

| inage/ 11t {o¢8 0% P
text/html html htm
text/plain txt
video/mpeg m;t;eg mpg mpe
video/quicktime qt mov
video/x-msvideo avi
x-word/x-vrml wrl vrml
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Magic typing

Pl &) oud alid slagSl 5l Jgar L1 Igiome 5 w8 (Sl | e p Sligioms Wl oo (2G50 o5
oy Lol sl oS wilgs o T8 ol aules cns BBy sl |y MIME g4 b s cillas (Magic file

g 6Kl 3 lin] Mg e b LB 5T paas 4 wian

Explicit typing

Ols a joumme |y ool (6,958 plo Shgize b la bld a5 0,5 (gun,Sy 1S 0 (g oo ) g sl gm0
DS LB Sbgime b Wgaw 5l 5 B0 MIME g4

Type negotiation

WS 0,38 i liee B o ) aie SG AT 0,5 g0 S sl WeS A g o 1y gy g 5l (B
MIME &y 9) oolazwl Sy90 g_,JlB «CJ'.’.):'Q‘.’» as .35.4;_; LS"\"")&“' 6‘44; 4 u‘y‘s‘o ‘) )9 P9 D50 L)"‘ 5O
A dalgs o san] gla fad 10 0,90 (pl j0 Lo aiS el )15 Lo, ST Al )8 g 1) (abgs e
Redirection

9 29 o il S o p 1) e i Slagaly el Cuidse slaply sl 4 DByl ol e g o

ool lgizme ooz 5 6 b oz S gl URD G ol el o LOcation joe .ogi o ool ol

Permanently moved resources
o4 aa URL G 5wl 00,8 s o] a6 b caisl oo Jaie (gavaz )5 4 gode SO Sl (oo

Ooges Feteh 51 L8 wilgs o CaudS g ol 00,5 td aucie pb a5 00650 CaoMS 4 &lgs o 4 0 g .00
301 Moved Permanently coxsy oS oS 55, 41, 50 5150 s BOOKkmark ,o gz 15 5l e

Temporarily moved resources

Ol 4 1) CaodIS walgsy Cawl Ko jg 09l 00l pb o b Jiiie Cdge job 4 e S
L ooans] j0 a5 salgs oo oS 51 g m el Bg0 pb yows a5 Sl 5l el oS Colas wos
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307 4303 See Other coasy slaas WSS 55, 4 |, ! Bookmark ma 4 55,556 a8 URL
Sy oo 00latul ywn oS g4 0l sl Temporary Redirect
URL augmentation

S e oolazwl Embed Context sl cpizen 3 WURL cwsgisl slp e s 51 el o jg

]
D oo 0liil yus yusS £45 ol 1,307 Temporary Redirect 3303 See Other coxsy slaas

Load balancing

oS Load b (55,0 a0 1) oS 8lgs so 59 5w diS idly jo  Stwlgs o coss Overloaded as™ g9, 5]
s 35 €95l sl 307 Temporary Redirect 5 303 See Other coxsy sloas oS coloa

09.;0(5.0 ODL(’LZ.MJ‘
Server affinity

Sgds oo odliiuwl ywe sl g5 0l 51, Temporary Redirect
Canonicalizing directory names

WSS ) Ay e Sladign b oS e colan URI G il (o 57 aslal L |y caodIS

Step 6: Sending Responses

e 59y Mgl oo axlge AL, Al SYLaS] pwl s o sols Jlujl o cpalive OMSUEL b g (s g
Jlo)l jom ar |y osls & caitivn Jlad e Sl ails ecodS 5l g bas 40 (ol ; YLlasl el
A0S co IS @ 1) el srosls Sy g oS o

YLl gl S S e ool B L1 oodls oYLl 5 0iS s, 1) Jlal by 9yl s,

i |y 395 Jlail Cons ol JS JLol pBn a5 39, 00 AT 55 p 5l epglae e

4
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Content- ,us oo dalns (sl Wb gm0 S50 ool 53 wiles 5b Canl Soe Jlasl o cadls SYLasl (g1
) cdls aalyss by (bl loy idls sl aly codS &g opl e 5o bl blixs jLew Length
(35 axzl e ¥ Juad
Step 7: Logging
GRSy a8 w8 oo unlosl LOB LS o 1) (99,9 S 59, g e JolS (ST Sy a8 ol e 5o
2o oo 111, LOBEING 5l oulas LB p,8 paiz g g BST.005 o canogs | ool ploxl
For More Information
http://www.w3c.org/ligsaw/
http://www.ietf.org/rfc/rfc1413.txt
Apache: The Definitive Guide
Ben Laurie and Peter Laurie, O’Reilly & Associates, Inc.
Professional Apache

Peter Wainwright, Wrox Press.
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